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Please provide a brief explanation & rationale for the proposed revision(s):
Combing the old 335 and 435 into one course, dropping 335.

Please provide the following information:

College: Technical Sciences
Program Area: Computer Information Systems
Date: 20-Oct-08

Course Prefix & No.: CIS 335

Course Title: Computer/Network Security
Credits: 3
Required by: Computer Information Systems BS

Selective in:
Elective in:
General Education:

Lecture: X
Lecture/Lab:

Gradable Lab:

Contact hours lecture: 3

Contact hours lab:

Current Catalog Description (include all prerequisites):

The computer/network Security course provides a basic overview of security policy, common threais and attacks and
the technologies that can address network security issues. It also covers installation, configuration and basic
troubleshooting of security solutions. Students will be required to successfully install and configure equipment in a
pre-determined lab environment. Junior/Senior in CIS, EET; completion of CIS 300 or similar operating systems
course

Proposed or New Catalog Description (include all prerequisites):
No change



Course Outcome Objectives:
General Knowledge
e Why We Need Security
* Review security basics
« |dentify the features and benefits of security products
e Install an Embedded Firewall (EFW)
¢ Configure and manage the a EFW
e Design and troubleshoot a EFW network
* List steps to install, configure and manage a hardware Firewall, Sofiware firewall and a VPN Firewall
= List steps to install, configure and manage a VPC Review security basics
» ldentify the features and benefits of security products
* Install an Embedded Firewall (EFW)
e Configure and manage the EFW
e  Design and troubleshoot a EFW network
o List steps to install, configure and manage a VPN
e locking Down Services for More Effective Security
e Operating System Add-ons
e Disabling and Removing Unnecessary Services
e Controlling Specific Services, Including FTP, Telnet, and HTTP
e Scanning and Protecting Shares
Encryption Techniques
e Encryption and Internetworking
e  Encryption in Enterprise Networks
e Understanding Trust Relationships
¢  Symmetric Key Encryption
e Public Key Encryption
e  One-Way Encryption
s Data Encryption Standard
Working with Digital Certificates
SSL Encryption and Web Servers
Use Pretty Good Privacy (PGP) to Sign a Document
Deploying SIMIME
Public Key Infrastructure (PKI) vs Certificate Authority (CA)
Encryption Protocols and System Performance
Intrusions and Attacks
e Intrusion Threats
e Scanning Attacks
¢ Detecting a NIC in "Promiscuous Mode"
o  Sniffing Attacks, Including Sniffing E-Mail, Telnet, NFS, NIS, And Web Traffic
¢ E-Mail Bombing
*  Scanning and Cracking a Share
* System Bug-Based Attacks
s Causes and Results of a Denial of Service (DQOS) Attacks
e Defining and Conducting Buffer Overflow Attacks
* How to Protect Your Operating Systems, Routers, and Equipment Against Physical Attacks
e Brute Force Attack
e  Dictionary Attack
s  Social Engineering
Understanding Key Logging
Identifying Trojans
Describe the Effects of a Worm
Three Virus Types (Boot Sector, Macro, File Attaching)
* [P Spoofing
Security Components
* ldentifying and Implementing Security Policies
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Additional instructional resources needed (including library materials, special equipment
and facilities). Please note: approval does not indicate support for new faculty or
additional resources.
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